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March Madness 2017 — NetScout’s Role in Preventing the Games from Impacting Your Network

With the March Madness games consuming much of your employee’s productivity Thursday and Friday
this week, now is the time to start planning for how your company will handle the increased traffic on
your network. CBS, TNT & the NCAA are streaming all the 2017 NCAA Tournament games live, in
Hi-Definition, and there will certainly be a lot of employees wanting to watch their favorite team while
at work.

With NetScout’s performance management solution, it is easy not only to detect how many people are
accessing the live video and how much bandwidth is being consumed, but also to alert administrators
when this unnecessary traffic starts to impact business critical applications. In 2017 the default video
stream from NCAA’s website was measured sending 3.3Mbps of traffic just to a single user! Once you
add multiple users accessing the content at the same time, it is easy to see how this could present a
significant problem for network administrators.

With nGenius ONE, all the most popular and common websites are tracked by default without doing
anything. Your nGenius ONE solution will already be tracking the March Madness traffic and putting it
into a special category called Sports without needing to do anything at all.

If you want more information, you can classify all the HTTP access by URL to the popular streaming
video feeds. By classifying and grouping the URLS together as an application group or service, you
have the power to understand what resources are being consumed by all March Madness streaming
content and be able to take preemptive measures to prevent that traffic from having an adverse impact
on your business critical applications. Below is a list of popular URLSs that should be defined as
individual HTTP applications:

http://mml01-i.akamaihd.net
http://cbssports.com
http://cbssportsnetwork.com
http://ncaa.com
http://comcast.net
http://timewarnercable.com
http://directv.com

The primary URL that I found being used for the First Four for 2017 was
mml01-i.akamaihd.net.

UPDATE 3/16:

NCAA is using incremental URL’s following the mml01-i.akamaihd.net naming
convention. | have seen mml02-i.akamaihd.net and mmIO4-i.akamaihd.net. To be
thorough you should add a couple dozen URL’s following this same naming
convention. It is unknown if they will use a unique URL for each game, or if they
will re-use URL’s. NetScout will still work by default without creating all the
URL’s — without any special configuration at all, the traffic will still be in the Sports


http://mml01-i.akamaihd.net/
http://cbssports.com/
http://cbssportsnetwork.com/
http://ncaa.com/
http://comcast.net/
http://timewarnercable.com/
http://directv.com/
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category and you will be able to track the utilization (see the fourth screenshot
below of the Application Monitor for details).

If you want to be thorough, you can also add http://cdn.turner.com — there are multiple hosts used from
this domain for different types of media that are interspersed in the webpages, but there are almost
certainly other uses for this domain in addition to March Madness. It would not be correct to call it
March Madness, but it is video streaming.

Application utilization alarms can then be enabled to send an alert when these applications begin
consuming a high percentage of an Internet link. This allows network administrators to quickly detect
when the streaming video becomes a problem and take immediate action to ensure that the impact is
minimal. Here are a few sample reports of the potential impact of March Madness 2017 as well as how
easy it is to isolate the conversation which caused the spike.

** March Madness

Alerts for March Madness
traffic can be generated
automatically



http://cdn.turner.com/
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nGenius > Device Configuration ) Hﬂﬂ Global Settings % Service Dashboard X

March Madness

Alert Summary | 03/14/2017 08:50:00 PM CDT - 03/14/2017 09:50:00 PM CDT | & Critical: 12 4 Warning: 0

Acknowledge | [7] | Unacknowledge | [@ ] Service Monitor | =, | Traffic Monitor Qllle]l@
Alert ID Severity | Acknowledge Type Source Detected Occurs | Description
- Service Alert: 2 o o Threshold DC-Inf:DataCenter 103/14/2017 09:50:00.000 PM CDT 12 Service Alert (Service: March Madness)
1-9267 (%] Threshold DC-Inf-DataCenter i03/14/2017 09:50-00.000 PM CDT 6 Bit Rate Total for Service:March Madness (App-ncaa.com ) has repeatedly exceeded the config threshold over a 30 minute period (threshold = 10 bits/set
o 1-9272 o Threshold DC-Inf-DataCenter 03/14/2017 09:50:00.000 PM CDT 6 Bit Rate Total for Service:March Madness (App:March Madness ) has repeatedly exceeded the config threshold over a 30 minute period (threshold = 10E ™
»

@ Service Monitor Traffic Monitor ‘ ‘Acknmwledge ‘ﬁ‘ Unacknowledge ‘ ‘E‘ Notes |E‘ Export to ‘?l X

Alert Details: 1-9267

Severity: Qcritical -4 Bit Rate Total(Kb/sec) -8~ Threshold(Kb/sec)
Type: Threshold 250
Description: Bit Rate Total for Service:March Madness (App:ncaa.com ) has repeatedly exceeded the config threshold over a
30 minute period (threshold = 10 bits/sec; last delta = 223.06 Kb/sec; numOccurs = 6)
Detected: 03/14/2017 09:25:00.000 PM CDT 200
Last Detected: 03/14/2017 09:50:00.000 PM CDT
Set Threshold: 10 bits/sec Th is alert Was
Triggered 223.07 Kb/sec . . = 150
Value: f d 9
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Monitoring DC-Inf:DataCenter if3
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URL: http://10.10.10.3:8080/console/?modID=idAlertBrowser&modMsg =alertld:1-9267
Notes: 20:55 21:50
Alert ID: 1-9267 M
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L) o W
March Madness 08:45 PM CDT 1Hour(s) 4 Hour « 09:45 PM CDT Q Q i i3 H & @ e i 2
Latency (ms) Requests Failures
ME Name Application Web Server
Get Head Put/Post Others Get= Head Put/Post Others Get Head Put/Post Others
DC-
7 g a23-3-98- i i i i i i
1 iIfgf.DataCenter March Madness 9.deploy.static.a 1,003 1]
DC-
2 ¥ Inf:DataCenter NCAA 104.73.160.121 364 = = = (1] = = =
if2
DC-
3 ¥ Inf:DataCenter NCAA 104.73.160.64 247 = = = (1] = = =
if2
DC- .
4 W Tnfnatarantar MEAA 104 72 160 91 124 n

Latency Variation over time with Application Usage

All of these transactions
are from a single user with
o bursts of video packets up
to 6Mbps!
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nGenius [N ~ Application Monitor Alert Browser Device Configuraton ) gl Global Setings X
| \
1-9267 « 1 Hour(s) 4 Hour 4 0g:50PMcDT Q a A [ EJ
ETY Volume (KB) Packets (K) % Utilization Bit Rate (Kbps) Packet Rate (pps)
Type ME Name
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]
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found using by looking at the
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The following are additional screenshots describing exactly how to configure your NetScout solution to
monitor the March Madness traffic:
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Add Application x

Fields marked with * are required. @

Address Parameters Application Type

®' URL Application

Parent: HTTP ‘ Server Application

* ‘ March Madness

Short name:

Server Parameters

Address:http:// ‘ mml01-i.akamaihd.net ‘ |_® |
Server Address
Application Tag: ‘ ‘
Group: ‘ March Madness v ‘
Exact Match

[rao | o | e

‘ <0© '
nGenius B 008 Global settings %

Enterprise Applications Traffic Discovery Locations Groups Business Types Voice/Video

ela)w ¥ & (& =] (B)(E)](&) | view enterprise v waciveony | (@] (G @
Name Port(s) Group Logged Response Time Session Recording

SRS e S— e e

3 0365Mobile Web Applications None v &7 Full Optimized :
[% 03650nline Web Applications None Ci s Full Optimized
[& 0365PortalAndIdentity Web Applications None i W Full Optimized
3 0365ProPlus Web Applications None v £7 Full Optimized
[& 0365RemoteAnalyzer Web Applications None Ci s Full Optimized
@ 0365SharePointOnline Web Applications None ¥ T4 Full Optimized
[& 0365SkypeForBusiness Web Applications None i L Full Optimized
[& 0365Yammer Web Applications None Ci s Full Optimized
B ncaa.com March Madness Client-Server v /) Full Optimized
[ march Madness March Madness Client-Server i 4 Full Optimized

Once you have defined at least the ncaa.com and the special march madness akamaihd.net URL underneath
HTTP in Global Settings, ensure that you have the Response Time and Session checkmarks selected so that
nGenius ONE will monitor the session records, and Client/Server enabled if you want to see the Client IP
addresses.
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nGeniusONEr Q Service Configuration €3
Service Hierarchy Application Service: March Madness
| | T ‘ @ Service Name: | March Madness Monitor: | Web Services v
£ [V
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NCAA DC-Inf:DataCenter if3

Application Services and Network Domains

el (@ ¥ (E@mEilc] @

Showing all Service types

JuMail Services (Seattle) -
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Next, create a service for March Madness in the Service Configuration section. You need to select the service
members March Madness and NCAA (or the names you picked when you configured the applications in
Global Settings, or just the March Madness Application Group if you created one). You’ll notice that I have
selected the Web Services monitor as well. As an option, you can also create alerts for March Madness
triggers, such as high utilization.

Service Configuration @3 fff @ & @ = @ < 53' Lt

Alert Profile: March Madness

Configure a new alert profile or modify the selected alert profile.

MName: | March Madness Enable Real-Time alerts

[c)

Metric Type Attributes

Bit Rate Threshold Increasing, Warning: 1000000, Critical: 1500000

Be sure to click on the human head icon in the bottom left pane where you created the application service and
select the users or groups that you want to have access to this service.
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nGeniusONEY Q Service Configuraton €3 [ff @ & @ * @ <

Service Hierarchy Service Domain: Non Business
©(©) (] (]| (B [FI DD/ [E) @ o,ice vomain: [or Busmess
IE@= e

o G Enterprise Select Application Services and Network Domains to be included in this Domain.

Data Center
& @ ata Lenter Application Services and Network Domains

+ (0 Enterprise Applications

+ (B Enterprise Geographically [i] ‘ @
+ () Enterprise Community View Hame® Monitog, Sele
4 (@ unified Communications Manuf - REST Universal Application Service
+ (0 Cisco UC Jabber Manuf - Web Web Services Application Service
* @ SIP Trunking Manuf Application Universal Application Service
+ (@ Networks Manuf MySQL Al Universal Application Service
+ @Nnn Business #|_March Madness Web Services Application Service
MDF MDF Application Service
Microsoft Exchange All Universal Application Service
Netflow Netflow Application Service

Finally, select a service hierarchy to place the new March Madness service from the top left, and click the
checkbox to enable March Madness to display.

Wait 15 minutes for the first data to populate in the Service Dashboard, and you are finished!

nGeniusONEY Q

Application Services Unified Communications

= Enterprise (71/87)

% Failures

2 March Madness
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If you want an overtime graph of the connections going to servers that host March Madness videos, you can
also create an overtime view from within the Service Dashboard, or you can use our new Grid functionality to
show the number of sessions over time, utilization, number of transactions or many other metrics.
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